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CENTRAL INTELLIGENCE AGENCY
WABHINGTON, D.C. 20508

Mr. Michasl T. Blouin
Divector, Information Security

Oversight Office
General Servites Administration (AT)
18th § F Streets, N.W. '
washington, D.C. 20405

/Y re

Dear Mr..Blouin:-

Forwarded herewith is the Agency's response to the one-time test
report titled “"Agency Information Security Program Data." As discussed
between our staffs, the statistics in-section "1d" of the report were
obtained by actual count during 22-28 September and projected to cover
the 1 May - 30 September 1979 reporting period,

I believe there are some statistics reported on the test report
which are either umnecessary or meaningless. Since the form was approved
by the Office of Management and Budget on an experimental basis subject to
later review, T think it could be beneficial if you called a meeting of
the major principals involved to discuss and review the report form.

Sincerely, '

STATINTL

. Chief, Information Services Staff
Directorate of Administration
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2} UESSAISE EFFCRTS TO DECLASSIFY INFORMATION UNOER THE SYSTEMATIGC REVIEd PROCEOURES OF THE ORDER,

During the period 1 May - 30 Sep 1979, 2.7 cu. ft. (5,376 pp.) of material was declassified.
This figure, together with the volume listed in Sec. le, and projected on~am annuat basis, -
represents approximately 3.1% of the estimated volume of 20 year-old materials to be reviewed
by 1 Dec. 1988. This percentage of completion should increase as increasing proficiency is
attained in all aspects of the systematic review function. A new component has been (CONT'D)

D) UESCRIZE EFFCATS TO INCAEASE PUSLIC &OGESS 10 INFORMATION OEGLASSIFIED

RS ' ' PEC
198 cu. ft. of declassified 0SS files, part of a larger collection, have been o§;g§l to

NARS. A large body ofllll materials was released to NARS prior to this reporting period.
Additionally, the CIA routinely provides Carrollton Press, Inc., with copies of dacuments
declassified or sanitized as the result of mandatory classification review actions. (CONT'D)

CESGAIZE EFFCATS TO LIMIT THE AMGUNT OF CLASSIFIED MATERIAL GENERATED

To permit a less restricted flow of communications as well as for security reasons, individual
are encouraged, through training programs and records management practices, to prepare

correspondence where possible in a manner that will not require national security class-
ification. ' - ) : :

5);3533?.!35 AGTTONS TAKEN TO LT CLASSIFICATICN TG 8 YEARS

Experience has demonstrated that classified information produced by the CIA usually requires
protection for more than six years in order to protect intelligence sources and methods.
Through the use of classification guides, however, those types of information that do not
require extended protection are 1dentified and classificztion durations are limited to six
years or less. '
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HESIRISS EAURNT OF USEOF THE BATAWGING TEST (E.0. 12083, SECTTON 33Q@J,
Nothing to report at this time. o

Ny,

2GAIZE ACTIONSTTO ERHANGE SAFEGUARDS FOR GLASSIFIED THFORATION ' )

1. Established internal audit program to monitor document control. nrocedures.

2. Responded to a number of requests from non-NFIB agencies and Congressional delegations
for specialized security briefings and Special access program re-indoctrinations.

3. Assigned four professional security officers to area divisions for on-scené security
support. (CONT'D) '
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SiunizE MAJOR PROSLEMS ENGCUNTEAED TN IMPLEMENTIVG,. E.O. 33065 A0 1500 DIAEGTIVES ' -

The total burden of compliance, requiring the diversion ot Scarce resources required to
implement the Order, both initially and in meeting the 10-year re-review requirement; the
hazards to national security inherent in the unavoidable piecemeal review of classified
material whose sensitivity in the aggregate may become apparent only after a Targe body

of material has been reviewed and declassified; the Order's failure to address the (CONT'D) -
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Chief, Information Services Staff, DDA | i J o S'MDVIQ?Q
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NARRATIVE REPORT

A)  created within the Agency, staffed with individuals with a mix of dis¢iplines
and backgrounds, and with the specific mission of implementing the systematic
review provisions of the Order. Internal procedures have been adopted and an ADP
system developed for recording review actions.

B) Carrollton Press, a commercial service, indexes the documents and
microfilms them. The indices and microfiche are available to the public
on a subscription basis and thus an individual can find out about what
has been declassified by the CIA through a visit to a subscribing Tibrary.

F) 4. Began systematic program to replace obsolete safes. . )

5. A complete review of Agency's Visitér-No-Escort badge program was accom-""

- plished. : : :
6. Increased investigative coverage for Secret level industrial clearances.

G) review of classified material produced by inter-departmental committees,
and the failure to address non-papér copy classified materials, all of
which present unique problems in the review process. There are diffi-

~culties in establishing procedures to reconcile accountability require-
ments of IS00 directives, such as annual inventories and document control,
with the realities of the enormous volume of classified material the CIA
handies.
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